GROB

Data protection notice GROB-NET4Industry
of GROB-WERKE GmbH & Co. KG

This data protection notice explains how GROB-WERKE GmbH & Co. KG processes your
personal data in connection with using GROB-NET4Industry.

GROB-NET“#Industry includes a wide range of modules for various industrial applications.
The platform is primarily offered as a cloud-based solution, while individual modules and
features can also be operated as on-premises modules within the customer's IT environ-
ment.

According to Article 4(1) of the General Data Protection Regulation (GDPR), personal data
is any information relating to an identified or identifiable natural person.

I. Contact details of the controller
GROB-WERKE GmbH & Co. KG

IndustriestraBBe 4

87719 Mindelheim

The contact details can be found in the Legal Notice.

If you wish to assert your rights, report data privacy incidents, make any suggestions or
complaints about how your personal data are processed or withdraw your consent, we
recommend that you contact our Data Protection Officer.

II. Contact details of the Data Protection Officer
GROB-WERKE GmbH & Co. KG

Data Protection Officer

IndustriestraBe 4

87719 Mindelheim

E-mail: datenschutz@grob.de

III. Purposes of data processing and legal bases
Your personal data will be processed for the following purposes:

a) Registration and personalized access to the user account

Registration provides you access to GROB-NET4Industry and allows you to use your per-
sonal user account. In particular, user master data, login data, authorization information,
as well as log data (e.g., IP address, date, and time of logins) are processed to ensure
authentication, user management, and the security of the user account.

Legal basis: Art. 6(1)(b) GDPR (performance of a contract or implementation of precon-
tractual measures).

b) Use of the modules

As part of GROB-NET#Industry, various modules are provided that may include, among
others, push notifications to inform users about relevant statuses, messages, and events
in the production environment.

To provide and enable the use of these modules, we process the necessary user, usage,
and administrative data. Depending on the utilized module, information regarding ma-
chines, systems, production processes, messages, notifications, user actions, and tech-
nical connection data (e.g., IP address, access time, device information) may also be
processed.
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Data is processed for the purpose of providing the modules, ensuring functionality and
operational reliability, analyzing errors, and displaying and evaluating machine and pro-
duction data.

Legal basis: Article 6(1)(b) GDPR, to the extent that the processing is necessary for the
performance of the contract regarding the use of the modules.

c) Handling inquiries, providing support services, and managing contracts
We process your personal data to handle inquiries, provide support services, communi-
cate with you, and execute and manage existing contractual relationships.
These particularly include:
e Support and service request tasks
Communication in connection with the performance of the contract
Documentation and tracking of support cases
Fulfillment of contractual performance and service obligations
Invoicing
Additional purposes of data processing arising from the respective contractual re-
lationship

Legal basis: Art. 6(1)(b) GDPR.

d) Processing your data based on legal obligations
We process your personal data to the extent necessary to comply with legal obligations.
This may occur in particular:

e Compliance with record-keeping, documentation, and reporting requirements aris-
ing from statutory provisions
Compliance with commercial and tax law obligations
Processing and responding to inquiries from government agencies or courts
Compliance with audit, disclosure, and reporting requirements
Conducting sanctions list checks as required by law Under European anti-terrorism
regulations, we are obligated to cross-check data against the relevant sanctions
lists to ensure that no funds or other economic resources are made available for
prohibited purposes.

Legal basis: Article 6(1)(1)(c) GDPR, in conjunction with relevant and applicable legal ob-
ligations.

e) Processing of your data based on your consent
To the extent that you have granted us your consent to process your personal data for
specific purposes, this processing is based on that consent.

This includes:
e Receiving newsletters and other information about products, services, events, and
news from GROB-WERKE GmbH & Co. KG
e The use of optional features or services for which separate consent is obtained,
such as receiving push notifications

Giving consent is voluntary. Consent once given may be withdrawn at any time with ef-
fect for the future. The legality of the processing carried out until the revocation of con-
sent remains unaffected by this.

Legal basis: Art. 6(1)(1)(a) GDPR.
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f) Processing of your data based on legitimate interests
In addition to processing your data for the purpose of fulfilling the contract, we also pro-
cess your data on the basis of our legitimate interests, unless they are outweighed by
your legitimate interests. This includes the following purposes of processing:

e Guaranteeing the security and operation of our IT systems as well as the ongoing

development of these measures
e Assertion of legal claims and defense in case of legal disputes
e Prevention and detection of fraudulent activities

The associated legal basis is Art. 6(1)(f) GDPR.

IV. Data categories
We process the following categories of your personal data:

e Registration information (e.g., username/email address, password)

e Personal master data (e.g., last name, first name, affiliated company, address,
country)

e Contact information (e.g., phone number, email address, cell phone number)

e Usage and configuration data (e.g., user ID, notification settings, assignment to
machines, event and status information, as well as contact information stored for
notifications, particularly alternative email addresses)

e Push notification data (e.g., device ID or push token of the end device used to de-
liver push notifications)

e Log and connection data (e.g., IP address, date and time of access, device infor-
mation, technical log data)

V. Data deletion and retention period

We only store your personal data for as long as is necessary to achieve the purpose of
processing, unless we are obliged to comply with statutory retention obligations. In this
case, your data will be deleted after these statutory retention periods have expired.

VI. Access to your data
Within our company, only those departments that need your data to fulfill our contractual
and legal obligations will have access to it.

VII. Disclosure of data to third parties
Your personal data is disclosed or transferred to third parties especially in special cases:
e In the case of requests from authorities or courts, only if and to the extent that we
are legally obliged to do so.
e Within the GROB Group, insofar as this is necessary for the contractual relationship.
e If you have given us your consent to transfer your data to third parties.

VIII. Data transfer to third countries

Data will not be transferred to third countries unless the transfer of data within the GROB
Group is unavoidable in order to fulfill administrative purposes for the execution of the
contractual relationship. Standard EU contractual clauses have been concluded with the
non-European plants and branches within the GROB Group. In addition, we take appropri-
ate technical and organizational measures in accordance with the current state of the art
to ensure that your personal data is processed in accordance with the European level of
data protection.

IX. Order processor

To provide and operate GROB-NET#Industry, we use external service providers who pro-
cess personal data on our behalf. Data processing agreements have been entered into
with these data processors in accordance with Art. 28 GDPR. If data is transferred to
third countries, appropriate safeguards—in particular, the EU Standard Contractual
Clauses—will be applied. Data processors include, in particular:
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> Alibaba Cloud US LLC, 251 Little Falls Drive, Wilmington, Delaware 19808, USA
Providing cloud infrastructure and hosting services.

> Atlassian, 350 Bush Street, Floor 13, San Francisco, CA 94104, USA
Deployment of Jira and Confluence for managing projects and requirements,
as well as for processing support and service tickets.

> Amazon Web Services (AWS) Inc., 410 Terry Avenue North, Seattle, WA 98109-
5210, USA
Providing hosting services and technical services for notification and communica-
tion functions.

» GitHub Privacy GitHub, Inc. 88 Colin P. Kelly Jr. Street San Francisco, California
94107 USA
Providing development, version control, and collaboration platforms for software
development, as well as the management of source code and development pro-
jects.

» IONOS SE, Elgendorfer StraBe 57, 56410 Montabaur, Germany
Providing hosting and infrastructure services.

X. Cookies and similar technologies

Cookies or similar technologies are not used on the GROB-NET#Industry website or in the
individual modules. Cookies—whether technically necessary or optional—are stored on
your device.

XI. Rights of the affected person
If your personal data are processed, you are a data subject for the purposes of the GDPR
and you have the following rights in relation to the controller:

> Right to information

You have the right to obtain from the controller confirmation as to whether or not
personal data concerning you are being processed,

and, where that is the case, access to the following information:

(1) the purposes for which the personal data are processed;

(2) the categories of personal data that are processed;

(3) the recipients or categories of recipient to whom the personal data concerning
you have been or will be disclosed;

4) the envisaged period for which the personal data concerning you will be
stored, or, if no specific information is possible, the criteria used to determine that
period;

(5) the existence of the right to request from the controller rectification or eras-

ure of personal data or restriction of processing of personal data concerning you or to
object to such processing;

(6) the right to lodge a complaint with a supervisory authority;

(7) where the personal data are not collected from the data subject, any available
information as to their source;

(8) the existence of automated decision-making, including profiling, referred to in

Art. 22(1) and (4) GDPR and, at least in those cases, meaningful information about
the logic involved, as well as the significance and the envisaged consequences of such
processing for the data subject.

You have the right to be informed of whether personal data concerning you are trans-
mitted to a third country or an international organization. In this respect, you may re-
quest to be informed of the appropriate guarantees as defined in Art. 46 GDPR in
connection with the transfer.
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> Right to correction

You have a right to rectification and/or completion in relation to the controller if the
processed personal data concerning you are incorrect or incomplete. The controller
must immediately rectify the data.

> Right to restriction of processing

You have a right to restrict the processing of personal data concerning you under the
following conditions:

(1) if you contest the accuracy of the personal data, for a period enabling the
controller to verify the accuracy of the personal data;

(2) the processing is unlawful and you oppose the erasure of the personal data
and request the restriction of their use instead;

(3) the controller no longer needs the personal data for the purposes of the pro-
cessing, but they are required by you for the establishment, exercise, or defense of
legal claims; or

4) you have objected to processing pursuant to Article 21(1) GDPR pending the
verification whether the legitimate grounds of the controller override yours.

Where processing of the personal data concerning you has been restricted, such per-
sonal data shall, with the exception of storage, only be processed with your consent
or for the establishment, exercise or defense of legal claims or for the protection of
the rights of another natural or legal person or for reasons of important public inter-
est of the Union or of a Member State.

If processing has been restricted under the above conditions, you will be informed of
the controller before the restriction is lifted.

> Right to deletion

a. Erasure obligation

You have the right to obtain from the controller the erasure of personal data concern-
ing you without undue delay and the controller is obliged to erase these data without
undue delay where one of the following grounds applies:

(1) The personal data concerning you are no longer necessary in relation to the
purposes for which they were collected or otherwise processed.
(2) You withdraw your consent on which the processing is based according to Art.

6(1)(a) or Art. 9(2)(a) GDPR and there is no other legal ground for the processing.
(3) You object to the processing pursuant to Art. 21(1) GDPR and there are no
overriding legitimate grounds for the processing, or you object to the processing pur-
suant to Article 21(2) GDPR.

(4) The personal data concerning you have been unlawfully processed.

(5) The personal data concerning you have to be erased for compliance with a le-
gal obligation in Union or Member State law to which the controller is subject.

(6) The personal data concerning you have been collected in relation to the offer

of information society services referred to in Article 8(1) GDPR.

b. Information to third parties

Where the controller has made public the personal data concerning you and is obliged
pursuant to Art. 17(1) GDPR to erase the personal data, the controller, taking account
of available technology and the cost of implementation, shall take reasonable steps,
including technical measures, to inform controllers which are processing the personal
data that you as the data subject have requested the erasure by such controllers of
any links to, or copy or replication of, those personal data.

c. Exceptions

The right to erasure does not apply to the extent that processing is necessary
(1) for exercising the right of freedom of expression and information;
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(2) for compliance with a legal obligation which requires processing by Union or
Member State law to which the controller is subject or for the performance of a task
carried out in the public interest or in the exercise of official authority vested in the
controller;

(3) for reasons of public interest in the area of public health in accordance with
Art. 9(2)(h) and (i) as well as Art. 9(3) GDPR;

(4) for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes in accordance with Art. 89(1) GDPR in so far as the
right referred to in paragraph a) is likely to render impossible or seriously impair the
achievement of the objectives of that processing; or

(5) for the establishment, exercise or defense of legal claims.

> Right to notification

If you have asserted the right to rectification, erasure, or restriction of the processing
in relation to the controller, the controller shall communicate this rectification or eras-
ure of personal data or restriction of processing to each recipient to whom the per-
sonal data have been disclosed, unless this proves impossible or involves dispropor-
tionate effort.

You have the right to be informed about these recipients by the controller.

> Right to data portability

You have the right to receive the personal data concerning you, which you have pro-
vided to a controller, in a structured, commonly used and machine-readable format.
and have the right to transmit those data to another controller without hindrance
from the controller to which the personal data have been provided, where:

(1) the processing is based on consent pursuant to Art. 6(1)(a) GDPR or Art.
9(2)(a) GDPR or on a contract pursuant to Art. 6(1)(b) GDPR and
(2) the processing is carried out by automated means.

In exercising this right to data portability, you also have the right to have the per-
sonal data concerning you transmitted directly from one controller to another, where
technically feasible. This right shall not adversely affect the rights and freedoms of
others.

The right to data portability does not apply to processing personal data that is neces-
sary for the performance of a task carried out in the public interest or in the exercise
of official authority vested in the controller.

> Right to object

You have the right to object, on grounds relating to your particular situation, at any
time to processing of personal data concerning you which is based on Art. 6(1)(e) or
(f) GDPR, including profiling based on those provisions.

The controller shall no longer process the personal data concerning you unless the
controller demonstrates compelling legitimate grounds for the processing which over-
ride your interests, rights, and freedoms or for the establishment, exercise, or de-
fense of legal claims.

Where personal data concerning you are processed for direct marketing purposes,
you have the right to object at any time to processing of personal data concerning
you for such marketing, which includes profiling to the extent that it is related to such
direct marketing.
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If you object to processing for direct marketing purposes, the personal data concern-
ing you shall no longer be processed for such purposes.

In the context of the use of information society services, and notwithstanding Di-
rective 2002/58/EC, you may exercise your right to object by automated means using
technical specifications.

> Right to withdraw the declaration of consent under data protection law
You have the right to withdraw your data privacy declaration of consent at any time.
A revocation of consent does not affect the lawfulness of the processing carried out
based on the consent up until the time of revocation.

Recipient of an objection
The objection can be made informally with the subject "Objection" stating your name
and address and should be addressed to:

GROB-WERKE GmbH & Co. KG
IndustriestraBe 4

87719 Mindelheim

E-mail: info@de.grobgroup.com

> Right to lodge a complaint with a supervisory authority

Without prejudice to any other administrative or judicial remedy, you have the right
to lodge a complaint with a supervisory authority, in particular in the Member State of
your habitual residence, place of work, or place of the alleged infringement if you
consider that the processing of personal data concerning you infringes the GDPR.

Our data protection supervisory authority is the Bavarian Regional Office for Data
Protection Supervision, PO Box 1349, 91504 Ansbach.

Version: October 2026
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